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Welcome delegates to JAMUN VIII!
My name is Isabella Zelaya Alves and I can’t wait to meet you all in
committee as your co-chair! Currently, I am a freshman at Bergen
County Academies in the Academy For Medical Science Technology.
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Director of External

Angela Li

Director of External

Drea Chakravorty

For new delegates, I completely understand your position as this will
only be my fourth conference! My co-chair and I have taken this into
account and want all delegates to come away from this conference with
new insight, comprehension, experience and ideas.
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A reason I like Model U.N. is that you get to learn about today’s
pressing issues and work to solve them for the betterment of the world.
With this in mind, we chose the topic of “The Impact Of Digital
Extremism On International Cybersecurity” for its issue that is very
modern-day.
Besides Model U.N. and studying, you can probably find me reading,
swimming, playing the piano, or practicing ballet and tap! If anyone has
book recommendations, I will gladly accept!
In sum, I wish you the best of luck at this conference of diplomacy,
collaboration, creativity and innovation. Also, while everything can get
very serious, I request of you to have the most fun that One is possible,
like talking with your fellow delegates as friends, as this has been one of
the best parts of Model U.N. for me!
Isabella Zelaya Alves, Chair, DISEC
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Hi guys! Welcome to JAMUN VIII!
I’m Alex and I’m really excited to chair for you all and have an inperson conference! If you guys have yet to attend MUN in-person,
you’re in for a real treat, I guarantee it.
As Isabella said, we wanted to choose a topic that is both a very
relevant current issue on a big scale and one that has the capacity to
affect all of us on a personal level. We hope that you will find the
discussion about digital extremism and cybersecurity thoughtprovoking.
I am currently a sophomore in the Academy for the Advancement of
Science and Tech here in BCA. I’m a big fan of chemistry and history. I
also like podcasts! Give me your recs :).
As a freshman, I joined MUN Club because I adored my history
teacher who was also my high school’s MUN Club advisor. Being
virtual is very difficult when you’re trying to assimilate into a new
group of people, but the people in this club have turned out to be some
of the kindest and cleverest people I have ever met.
I hope you will find a similar community of people in your current
MUN Club/high school MUN Club. They make all the hours spent on
position papers worth it.
Whether you’re a hardened delegate or whether this is your first
time in a conference, I hope that you’ll enjoy your time with us and
leave with new friends, new insights, and a new confidence in yourself.
Alex Notkin, Chair, DISEC
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INTRODUCTION

TOPIC:
The Impact of Digital
Extremism on International
Cybersecurity

With the virtual world ever-evolving, cyberattacks and
cyberwarfare have become a new reality. However, universal
guidelines defining a cybercrime and their consequences are
severely out-of-date or simply do not exist. This poses an
extreme risk to the international community, especially
considering that a cyberattack on a single nation can affect the
security of the entire world by the means of global internet
connection. Further, the majority of cybercrimes are committed
from beyond the national borders of the country and citizens
impacted, prompting difficulties in the communication
between nations on the grounds of criminal conviction. To
address the complexities of the current situation, delegates will
need to update past legislation like the Budapest Convention,
create global definitions of cybercrime, recommend proper
penalties for criminals, consider transnational cybercrimes,
increase education and awareness, develop victim-aid
programs, and gauge funding options.

HISTORY OF THE ISSUE
Cyberattacks are made possible by the simple digital
connection that is shared by the majority of the Earth’s
population. In other words, the Internet. It then makes sense
why the beginning of cyberattacks as we understand them
today coincides with the birth of ARPANET. Created in 1966,
ARPANET, was a network that allowed access and connection
to remote computers, ‘Creeper’ was a computer program that
spread a message across ARPANET. Creeper was the first
computer virus, and ‘Reaper’, its counterpart, designed to
delete Creeper, was the first anti-virus.
Corporations and governments saw the vulnerabilities in
computers and ARPANET and sought to implement strong
cybersecurity to protect the data that was being stored on the
hulking computers of the 1960s. Potent cybersecurity is critical
today for the protection of government data that can be
misused to hurt innocent people. Take the actions of Markus
Hess, for example, a man who hacked into American military
computers through the use of ARPANET and sold potentially
dangerous information to the Soviet KGB.

3

The ‘internet’ was developed to allow for
the intercommunication of various
computer networks and during the 1990s,
the internet truly flourished after the
creation of the World Wide Web. This
huge influx of global interconnectivity
allowed also for the flourishing of
computer viruses, many of which had
malignant consequences for the everyday
person.
The Budapest Convention is known to
many as one of the most important
markers in the history of cybersecurity. It
was truly necessary and important,
allowing for the proper coordination of
laws in various countries for the best
possible protection of those everyday
people, corporations, and governments.
But we are coming up on two decades
without another major convention on
international cybersecurity which is
incredibly alarming in a time when
technology, and thus the opportunities for
cyber warfare, are developing at a rapid
pace. A pace that international law just
cannot catch up with.

CURRENT SITUATION

Technology, and thus the Internet, is
perpetually developing. The simple fact is
that there are approximately 30 billion
devices currently connected to the Internet of
Things (IoT). Estimates for 2030 are 125
billion devices. The world exists on the
internet and the opportunities for hackers
and cybercriminals to take advantage of this
are incredibly high -- and it shows.

By 2025, it is estimated that worldwide
cybercrime will cost a total of 10.5 trillion
USD.
While there was no major multinational
cybersecurity conference in the past
twenty years to follow up on the Budapest
Convention, action on the international
level has been taken. A “Second
Additional Protocol” has been
implemented by the Cybercrime
Convention of the Council of Europe. It is
not as all-encompassing as the original
Budapest Convention, but it does
significantly address the concerns at
hand. Namely, it provides tools and
resources to remedy the fact that
cooperation is difficult. Cooperation
between nations in the prosecution of
cybercriminals who have crossed
international borders in their attacks is
difficult. Cooperation between digital
service providers and official registers
that keep track of them is difficult. Thus,
the Second Additional Protocol, which is
projected to be signed May 12 of this
year, addresses such issues that delegates
are encouraged to focus on.
Additionally, delegates must understand
two things about cybercrime. First is the
fact that cybercrime comes in many
different ‘shapes and sizes’. From the
dark web to data-harvesting, cybercrime
is incredibly diverse in the current day.
Second, where cyberattacks were once
generally limited to one or few
individuals, presently, cybercrime
syndicates carry out large scale
cyberterrorism, making prosecution all
the more difficult.
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COUNTY POLICY

Understanding country policy and,
therefore, country perspective and opinion is
fundamental to cooperation between diverse
nations with varying needs and continued
diplomacy. Currently, according to the
United Nations Conference On Trade And
Development (UNCTAD), 80% of countries
have some form of legislation regarding
cybersecurity, 5% of countries have draft
legislation in the works, 13% of countries
fully lack any form of legislation, and 1% of
countries lack sufficient data on their
position.
To consider cybersecurity commitment on
the global scale, consulting the below
infographics from the GCI, or Global
Cybersecurity Index, could be beneficial. It is
substantial to note, though, that many of the
“high cybersecurity commitment countries”
are those that have or are set to have the
most cyberattacks within the next decade.

AFRICAN REGION

72% of the African Region has some form of
legislation
on
cybersecurity,
digital
extremism, and cybercrime, the lowest
percentage in all five listed regions . This
could be due to the fact that technology use
is far less widespread than in other regions.
In this case, it is useful for delegates to
consider that a number of African nations, as
well as others across the globe, are far less
digitally
inter-connected
with
the
international community. Thus, the African
Region is a simple target for cyberattacks, as
is demonstrated by the recent rise in reports
of “malicious cyber activities” and “digital
threats.”
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Many of the cyberattacks within the African
Region have proven to be digital fraud, illicit
financial flows, national security breaches
through espionage and militant groups, as
well as sabotage of public infrastructure.
However, stand-outs of the region are
Tanzania and Mauritius, as seen by GCI
Indicators in 2020. Both nations have
continuously invested in information
technology skills and infrastructure as well
as CERTs that inform citizens of digital
rights. Additionally, both have created crossborder
collaboration
initiatives
on
cybersecurity. In full, these tactics and
strategies could prove beneficial on the
global scale or to other nations that face
similar challenges, like others in the African
continent. Nevertheless, the Centre For the
Study of the Economics of Africa (CSEA), has
worked tirelessly to create cybersecurityimproving strategies in the Region and have,
more recently, begun experimentation
phases.

AMERICA'S REGION

86% of the Americas Region has some
form of legislation on cybersecurity,
cybercrime and digital extremism. For
reference, the Americas Region includes
North, South, and Central America. Central
and South America are extremely
vulnerable to all manner of cyberattacks as
they have almost no solid legislative
foundation for the cybersecurity of citizens
and businesses. In a word, this section of
the Americas Region is playing ‘catch-up’
with the rest of the world. In North
America, everything is much of the
opposite, as governments prioritize
adopting cybersecurity measures due to
being some of the countries most
vulnerable to cyberattack, with a heavy

reliance
on
technology
within
the
government itself. In sum, the duality of
action on cybersecurity within the Americas
Region requires immense collaboration and
diplomacy to understand and address all
perspectives.

ASIA-PACIFIC REGION
Within the Asia-Pacific Region, 77% of
all locations possess some form of
legislation on cybersecurity, cybercrime,
and digital extremism. This detail
coincides with the fact that China is
deemed, by multiple sources, to be the
best in the world in cyber defense.
However, in 2021, the Asia-Pacific region
was the most targeted in the world, as
they accounted for one in four
cybersecurity
attacks
launched
worldwide, according to IBM’s annual XForce
Threat
Intelligence
Index.
Furthermore, India, Japan, and Australia
were found to have experienced the most
incidents of cybercrime within the AsiaPacific Region. In Japan, this has been
correlated to the Summer Olympic
Games that were held in July in the city
of Tokyo. It was discovered that
ransomware and server access were the
most commonplace attack forms.
Overall, though, as IBM notes, it is
fundamental to understand that the
larger number of attacks pinpointed to
the Asia-Pacific Region may instead be
due to the fact that it is able to identify
such attacks more promptly than others
before they escalate to larger, more widespread crimes.
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EUROPE REGION

LCD's REGION

The Europe Region has 91% of all of its
locations with some form of legislation on
cybersecurity, cybercrime, and digital
extremism, the most of any region. This can
be attributed to the European Union’s
major focus on cybersecurity, such as with
the “EU Cybersecurity Act” of June 2019,
which
introduced
a
Union-wide
certification scheme and a stronger “EU
Agency For Cybersecurity.” Much of the
focus the European Union has had on
cybersecurity is due to the Region’s
dependence on trade, which is eased
through technology. The European Union,
too, has worked on tackling non-cash
payment fraud, children’s online safety
awareness,
e-evidence
access,
data
retention, and encryption. Another core
aspect has been on improving cyber
diplomacy, such as through sanctions and
recovery plans. One stand-out country of
the Europe Region is Portugal, as it has
topped numerous lists in being the most
cyber-safe in the Region with low victim
numbers, minimal social media hacking,
minor malicious software attacks, and
sparse numbers of online banking fraud and
identity theft.

The Least Developed Countries, or LDCs,
Region has 70% of all of its locations with
some form of legislation on cybersecurity,
cybercrime, and digital extremism. While
this percentage is low, it has been a
substantial increase from prior years,
mainly due to help from developed nations
and the ITU. Such individuals and groups
have tried to determine factors that
contributed to the LDCs Region’s failing
cybersecurity, which was uncovered to be
due to few secure networks, a lack of cyberlaws, and a shortage of well-trained,
disciplined IT security experts in both the
government and private agencies. Such is
very much the opposite of in developed
countries,
creating
immense
differentiation. As well, the LDCs Region
lacks IT security education and awareness
within the academic curriculum. In all,
improvement of such areas could be key to
forming feasible resolutions that work for
all.
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POSSIBLE SOLUTIONS
When working to create potential
solutions, it may be in best interest to
understand all countries’ perspectives, and
thus, their current legislation and policies.
This means active listening, recall and
thought can be utilized to comprehend
national legislation that is effective to be
implemented into the global sphere.
In addition, it might be useful to consider
other organizations and groups, in terms of
their ideas for how to solve the issue athand. In a way, these ideas can help get a
guideline or roadmap of what areas to
research, understand and, adjust as
necessary. For example, the UNODC
believes that, in order to lower the severity
of cybercrime on the international level,
new innovations and tools are vital,
including in the investigation of cybercrimes, the arresting of criminals, and the
aid of victims. With this in mind, the
creation of tools by some means could be a
part of a resolution.
Even further, the Global Cybersecurity
Index (GCI) in association with the
International Telecommunication Union
(ITU), might be another source of what to
target and advance in resolutions.
Combined, the groups work to base
countries on a score of 0.0 to 1.0 based on
legal, technical, organizational, capacity
building, and cooperative ability in
cybercrime and cybersecurity. Essentially,
their belief is that there can be more
eradication of cyberattacks and
cyberthreats if most countries excel in
every area.

This would require legal institutions and
frameworks, technical institutions and
frameworks, national and international
level policy coordination and strategies,
research and development, education,
training programs, certified professionals,
and partnerships. In sum, these could be
concepts of research and application into
personal resolutions.
Moreover, recent events can serve as a
great framework for what sectors need to be
cared for through cybersecurity. For
example, on May 7th, 2021, the American
oil pipeline system, Colonial Pipeline,
suffered a massive ransomware cyberattack
that affected all of the computerized
equipment that coincides with the carrying
of gas and jet fuel for the Southeastern
United States. Even further, election
systems, cryptocurrencies, and other
infrastructure have been areas of concern
to be targeted. COVID-19 has, as well,
dominated recent events and its impact on
cybersecurity and cybercrime as a
relationship is noteworthy. This knowledge
can be crucial in creating adequate,
centralized resolutions.
Nations’ main source of income can
additionally bring ideas for what needs to
be done and protected. For instance,
developing nations may have resources,
such as crude oil, which might serve as a
large part of growth. Conversely, developed
countries might rely on tourism. Both of
these fields, by extension, might want to be
discussed for protection in any resolutions.
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Past United Nations legislation could also
prove helpful. The standards by which they
were conducted, ideas voiced by individual
delegates, and the overall cooperation are
good models for how the environment in
formulating the resolution should be. These
prospects could, by some means be
incorporated into the resolution itself. For
instance, international cooperation will be
key between governments, the United
Nations, law enforcement, international
and regional organizations, INTERPOL,
businesses and civil society. Furthermore,
the United Nation’s current IMPACT, or
International
Multilateral
Partnership
Against Cyber-Terrorism legislative plan, is
a simple approach to finding what has been
done and what still is at-risk.
Lastly, discerning just how pressing and
dire the situation is would be great for
having a baseline in establishing a
resolution. More specifically, when an
emergency cyberattack occurs on the
international level, what is to be the initial
response? Who will begin that response?
These can all be areas of consideration for
the resolution. However, how will this
resolution be financed? This brings another
set of debates on funding methods,
including from nations themselves or other
groups.
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KEY QUESTIONS
When is an act deemed a cybercrime and how is that addressed within your country
When is a cybercrime national or transnational?
How do developing countries handle cybercrime?
How will a solution be made that respects national sovereignty, independence and
diplomacy?
How should civilian victims of cybercrime be assisted?
How should individuals or nations be protected against cyberattacks? How can awareness
and education be employed for benefit?
How can funding for resolutions be possible? Will developed countries help? How about
non-profits and other, similar organizations?
How has COVID-19 affected cybersecurity and cybercrime?
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